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VIRTUAL EXISTENCE OF ELECTRONIC DOCUMENTS: THEORY AND PRACTICE.
Summary. The article analyzes the nature and role of the electronic document from the point of characteristics of its creation and existence of a legal reality. It is found that the validity of an electronic document is only in the information space of electronic resources. In fact, the existence of an electronic document, acting as the legal act is only associated with virtual reality.
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Relevance. Society is constantly evolving. New attitude, need special tools for their identification and ordering. The current state of social relations, characterized by high values ​​of ability to operate up of information flows. Moreover, work with them, should be available for most entities, moreover, their actual use should be too basic and rather simplistic. Along with this, a large part of humanity, want to use new devices and understand that their hit its acquisition costs were not a waste. And here we have a peculiar situation when elements which stimulants development technology of regulations is not so much the objective needs of society (as is typical for the traditional order), and these needs in conjunction with purely materialistic factors (capital which telescope in thing and desire effective use such investment).

As pointed out by A. F. Kryzhanovsky "very different perspectives open in the search for a new paradigm of legal development, judging from the fact that the current situation - a crisis is not the law itself, and the crisis of the current model use of rights crisis of not realized public expectations regarding potential rights ". [1, c.3]

Along with this I. L. Bachilo believe "that the law will only fulfill its role and social purpose in society, as they effectively realized with regulatory and protective function rights informative function." [2]

The main part. Simplicity and efficiency, comfort and modernism, informative and reality influence - these are the basic requirements that exposes modern society for legal documents, their creation and use. Specified requirements in effect and more suited to electronic documents.

Legal regulation of concepts such as "electronic document", "digital signature", "electronic document" and others., Enshrined in these instruments: the Constitution of Ukraine, the Civil Code of Ukraine, Laws of Ukraine "On Information", "About Access to public information "," About protection of information in computer systems "," About State Secrets "," About National Archival Fund and Archival Institutions, "" About the National Program Information "on February 4, 1998," About Obligatory Copy of Documents " on April 9, 1999, "The National System confidential communication" from January 10, 2002, "About electronic documents and electronic document" dated May 22, 2003, "About electronic digital signature" on May 22, 2003, "About Telecommunications "dated November 18, 2003.

Also, in a number of regulations: Cabinet of Ministers of Ukraine "About approval of the accreditation certificate authority keys" on July 13, 2004, Cabinet of Ministers of Ukraine "About approval of the procedure for electronic document in the executive branch" of October 28, 2004, Cabinet Ministers of Ukraine "About approval of the use of digital signature public authorities, local governments, enterprises, institutions and organizations of state ownership" of October 28, 2004, Resolution of the Verkhovna Rada of Ukraine "About approval of the objectives of the National Information Program for 2006-2008" on November 4, 2005.

According to the clear wording of these acts (Article 5 of the Law of Ukraine "About electronic documents and electronic document" dated May 22, 2003) provisions under electronic document shall mean the document, in which information is recorded in the form of electronic data, including the required details document. [3]

A must-have electronic document is the electronic signature - a type of electronic signature derived from the result set of cryptographic transformation of electronic data that is added to the set or logically combined with it and you can verify its integrity and to identify the person who signs the document. Electronic digital signature applied using private key and verified using the public key (Article 1 of the Law of Ukraine "On electronic digital signature"). [4]

Analysis of these provisions can be considered an electronic document as a collection of data recorded on a physical electronic medium or transmitted over electronic communication channels with the details that allow to identify this information and its author. Electronic document can be created based on a document on paper, on another electronic document or originate in the process of information exchange without any prototypes.

Legal validity of electronic documents related to three aspects: first, the presence of mandatory details and the rules reflect these details. Secondly, the competence of the source, the author's right to create and sign documents of this kind. Thirdly, guarantee integrity and authenticity.

The current legislation of Ukraine not only formulated the concept of electronic records and digital signatures, but also defined the basic principles on which should be carried out using electronic documents and electronic documents:

1. Electronic document and identical "paper" document recognized originals and have equal legal force.

2. Legal validity of electronic documents and their admissibility as evidence can be challenged only on the grounds that the document is an electronic form.

3. The law may limit cases of an electronic document.

4. To provide electronic document void it must be present all statutory required details.

5. Mandatory final props electronic document is the electronic signature.

6. If signed, under the law, must also justified by the seal on the electronic document superimposed another electronic signature of the legal entity that is specifically designed for such purposes.

According to the law "On electronic digital signature" on May 22, 2003, a digital signature has the same force with the handwritten signature of the person only if:

1) Electronic signatures verified using Public Key Certificate using reliable means of digital signature;

2) During the test used Public Key Certificate, valid at the time of imposition of the digital signature;

3) Personal key person who signs corresponds to the public key specified in the certificate.

Digital Signature using individuals as an analogue of a handwritten signature, and legal entities analog printing to provide electronic document legal force equal legal effect of the document on paper, signed the handwritten signature of the person entitled and sealed.

Digital Signature is a key requisite electronic document, allowing establishing the absence of distortion of information in an electronic document since the formation of the digital signature and verifies the signature belongs to the owner of the certificate key. Value props out resulting cryptographic transformation of data using a private key digital signature.

Key certificate - a document issued by a Certification Authority, which confirms the validity and the public key belonging to the person who signs the document. Certificates keys can be distributed in electronic form or in the form of a document on paper and used to identify the person who signed the document. Increased certificate key - key certificate issued by Certification Authority, Certification center, central certification authority.

Digital signature is designed to authenticate the person signing the electronic document. In addition, the use of digital signatures allows for: monitoring the integrity of the transmitted document; protection from change (fake) document, inability rejection of authorship; evidentiary proof of authorship of the document.

Original electronic document is an electronic copy of the document with the required details, including electronic digital signature of the author.

If you send an electronic document to multiple destinations or storage on several electronic media, electronic copies of each is considered an original electronic document.

If the author creates identical documentary information, and electronic document and a document on paper, each of the documents is the original and has the same legal force.

The original electronic document shall enable to prove its integrity and authenticity in accordance with the law, in certain cases, the law may be brought in the form of visual display, including a paper copy.

An electronic copy of the electronic document shall be certified in the manner prescribed by law.

Copies of documents on paper to electronic documents are a visual representation of an electronic document on a paper, which attested in the manner prescribed by law.

Electronic document can not be used as the original when it is: 1) a certificate of inheritance, 2) document according to the legislation can only be established in a single original, except the existence of centralized repository original electronic documents, and 3) other cases stipulated by law. Notarization civil agreement concluded by creating an electronic document according to the procedure established by law.

According to Art. 5 of the Law of Ukraine legal force of electronic publication may be objections just because it has an electronic form. Admissibility of electronic records as evidence can not be denied solely on the ground that it has an electronic form.

However century. 8 of the Act sets certain restrictions on the use of an electronic document as the original. In electronic form can not be created original certificate of inheritance, a document which under the law can be created only in a single copy, except the existence of a centralized repository original electronic documents. [5]

Subjects electronic documents are: author, signer, addressee and mediator who shall by law or contract rights and obligations in the electronic document.

Recipient - an individual or entity to whom addressed electronic document.

Mediator - a natural or legal person in accordance with legislation provides reception, transmission (delivery), store, checking the integrity of electronic records to meet their own needs or providing related services on behalf of other subjects of electronic documents.

By electronic document - an individual or entity that created the electronic document

Signer - natural or legal person is entitled to sign an electronic document within the competence of the author of electronic document.

Conclusions. But existing statutory concept of electronic document does not disclose his identity. So, when it comes to legal document, we refer to a written legal act which has a clear and appropriate requirements applicable law expression in the form of certain symbols on paper. But if we print electronic documents, we get a few letters which are the symbols "1" and "0". It should be noted that the printed text electronic document, the so-called "print out of the window" will have no legal effect. Legal validity of electronic document shall be made only in the information space of electronic resources.

Accordingly, the existence of an electronic document is only associated with virtual reality of electronic information exchange processes. Electronic document does not exist out of this sphere. Moreover, it is not assumed, it is quite a fact that is recorded in law.

This binding leads to information technology define a new aspect in the creation of regulations - the presence of professional profile (IT & PC technology) as essential participants in the process of creating individual acts. Lawyers only created for them using an algorithm electronic mechanisms. Certainly, it associates indicate what should be such acts, but the mystery of their creation (meaning the module configuration in which only entered some data) in the hands of programmers.

Accordingly, we must distinguish between subject creation of electronic legal documents and the subject of electronic publication of legal documents. Where first acts as technical workers and operators, the results of which are the backbone of the first.

Given existing trends in social relations becomes so suspicion assumption that it is the development of electronic document is the prospect of the existence of most regulations. For instance, if citizens have lost faith in the electoral process and electoral turnout lower than expected, the use of electronic voting systems, on-line correction of the voter lists are expected prospect and perhaps a necessary condition of the modern state.

Issues relating to the use of electronic documents and their binding requisites are more than debatable, but quite relevant in today's general theoretical jurisprudence. Mentioned in this article problematic aspects orient only a few of the key, design issues arising in connection with the establishment of the nature and role in the legal reality electronic documents.
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Аннотация. В статье анализируется сущность и роль электронного документа с позиций особенностей его создания и существования в правовой реальности. Обосновывается, что юридическая сила электронного документа осуществляется только в информационном пространстве электронных ресурсов. Фактически, существование электронного документа, выполнение им функции правового акта, связанно только с виртуальной реальностью.
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Summary. The article analyzes the nature and role of the electronic document from the point of characteristics of its creation and existence of a legal reality. It is found that the validity of an electronic document is only in the information space of electronic resources. In fact, the existence of an electronic document, acting as the legal act is only associated with virtual reality.

Keywords: legal act; a written legal document; electronic documents management; electronic document; electronic signature; key certificate; substantial key certificate; the subject of the creation of electronic documents. 

